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By Pamela W. Carter and Shelley K. Napolitano

Only the foolish or uninitiated could 
believe that Facebook is an online lockbox 
for your secrets.

—Judge Richard Walsh1

The ability to use information dis-
covered from social media sites as 
evidence in litigation has not yet 
been fully tested in courtrooms. 

In that vein, attorneys must understand 
the evidentiary and ethical implications 
of seeking and discovering such evidence. 
Attorneys, especially litigators, need to 
become acquainted with the potential use-

fulness of social networking sites, as well 
as the potential hazards and limitations that 
such use can sometimes bring. In order to 
best serve one’s clients, it is vital to be up 
to date on the practical and legal aspects of 
researching, collecting and authenticating 
information taken from social media sites, as 
well as the admissibility of such information 
in court. Specifically, Facebook, MySpace, 
LinkedIn, Twitter, Instagram and other 
social networking websites are becoming 
increasingly useful in the legal world. In 
fact, 72 percent of online adults in the United 
States use these or other social networking 

websites.2 Since the beginning of the social 
media era in 2005, social media usage has 
increased by 800 percent.3 

Now, information that was once only 
known by close family and friends is 
broadcasted widely over the Internet, 
which means that attorneys have a readily 
accessible pool of evidence to consider in 
preparation for litigation.  

Successfully utilizing social media evi-
dence requires reevaluating both the way 
evidence is obtained and the hurdles that 
must be overcome in order to ensure the 
evidence is admissible.  
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Accessing the Evidence

All evidence, including that gleaned 
through social media networks, is subject 
to the rules of admissibility. However, the 
pliable nature of social media data allows for 
the constant manipulation of information. 
Thus, it is essential to keep authentication 
considerations in mind while collecting and 
producing this type of evidence.

How an attorney will go about accessing 
the information on a user’s page will depend 
upon whether the information is public or 
private. If the user’s page is visible to the 
public, an attorney or his agent can access the 
page and print or save the information freely.4 

However, not all information on a social 
network user’s page is publicly available; 
rather, the amount of available information 
depends upon a user’s privacy settings. For 
example, Facebook offers various privacy 
settings that, depending upon a user’s selec-
tion, can (1) hide an entire profile so that 
only the user’s name and a profile picture 
are visible, (2) display the entire profile to 
all Facebook users, or (3) limit the display 
of information to only those that the user 
has accepted as “friends.”  

But even if the user’s page is made 
private and thus unavailable to the public, 
the attorney may nonetheless still be able to 
gain access. During this discovery process, 
it is important to remain cognizant of the 
rules of professionalism. One method that 
has been sanctioned by some courts is for 
the attorney or the attorney’s agent to request 
“friendship” with that user by using his 
real name.5 In this way, the user can make 
an educated decision to share his personal 
information with the attorney or agent by 
accepting the friend request and thereby 
providing access to the user’s information.6 
This method is not necessarily foolproof, 
though, as it may violate or at least implicate 
ABA Rule 4.2, the no-contact rule.

Another method is to request the infor-
mation on the page during the discovery 
process. Courts are less likely to view social 
media discovery requests as unwarranted 
“fishing expeditions” if they are limited 
to dates relevant to the events at issue in 
the case (for example, in an employment 
discrimination case, the dates of employ-
ment) or specific topics (such as “all photos 
of plaintiff engaging in activities outside the 
home” or “all communications referencing 

defendant”).7 If the opposing party refuses, 
the seeking attorney should file a motion to 
compel for discovery of the social network-
ing page and/or communications made 
through the site.8 As long as the request is 
reasonably designed to lead to discoverable 
information and not overly broad in time or 
scope, the request is likely to be granted.9 
However, it should be noted that because 
social network discovery is relatively new, 
the outcome depends largely on the judge.  

As parties become more aware of the 
possibility of social media discovery, some 
individuals may be tempted to delete their 
Facebook page or Twitter account in an 
effort to avoid being forced to hand over 
the content. But as social media evidence 
has become more commonplace, attorneys 
have begun issuing preservation letters at 
the onset of litigation in order to prevent 
such deletion or modification of networking 
sites. With the existence of a preservation 
letter, it is possible to obtain sanctions if the 
evidence suddenly disappears. Similarly, 
some attorneys have begun requesting that 
judges order the parties to sign a consent 
form that can be forwarded to the network-
ing site with the subpoena.  

Attorneys should be aware of the federal 
Stored Communications Act (SCA).10 The 
SCA regulates the dissemination of elec-
tronically stored information in civil matters 
and provides a cause of action for damages 
against anyone who discloses electronic 
information without authorization. Courts 
have interpreted this legislation to allow 
social networking and other websites to 
decline to give stored information without 
consent when faced with a civil subpoena. 
Generally, social networking sites will 
provide basic user information in response 
to a valid subpoena, but will not provide 
posts or other communications. Thus, it is 
less burdensome to access user information 
from the user than from the website provider.

Few courts have addressed the rela-
tionship between the SCA and social net-
working user posts, but recently the U.S. 
District Court for New Jersey released an 
in-depth opinion on the topic. In Ehling v. 
Monmouth-Ocean Hosp. Service Corp.,11 a 
hospital employee printed Facebook posts 
from co-employee Ehling’s Facebook page 
and gave the printouts to the director of ad-
ministration, leading to a disciplinary action 
against Ehling. Ehling alleged a violation 

of the SCA. The district court, following 
the lead of California’s Crispin,12 held that 
Facebook wall posts are protected by the 
SCA. However, the court also held that 
because the wall posts were accessed by 
Ehling’s “friend” — someone given access 
to the information by the user — the posts 
fell under the SCA’s “authorized user excep-
tion.” However, it should be noted that the 
authorized user exception does not apply 
in cases where the purported authorization 
is obtained by coercion or under pressure.  

Form of the Evidence

Once the attorney has gained access to 
the information and found something useful, 
the next step is to know how to get the data 
into physical form. Web information can 
be printed, screen captured, saved to a data 
storage device, or produced by a third party. 
However, courts also have accepted social 
networking information as evidence in other 
different forms. Since this area is relatively 
new, there is no one, single established best 
form. Printouts are still the most frequently 
used form, likely because it is the easiest 
and most inexpensive to obtain. There are 
advantages to each of the above forms, so 
the decision rests with the attorney.  

Printouts of social networking informa-
tion have been accepted by some courts 
as long as the information was obtained 
without deceit (i.e., “friending” the plaintiff-
user under a false identification).13 Further, 
while some courts allow printouts of online 
information introduced by parties to the 
case,14 others require more for authentica-
tion.15 Other courts have allowed printouts 
but also have required either testimony in 
court16 or an affidavit by the person who 
located and printed the information (be it the 
attorney, a paralegal or a party to the suit).17 
In one case, the court allowed into evidence 
a printout that contained the URL address 
and date after the court verified that the URL 
produced the same content as the printout. 
In another case, social networking evidence 
was admitted and a jury decided whether 
that evidence was credible.18 Overall, the 
best offering of printout evidence seems to 
be the printout that shows the URL address 
and the date, which is then accompanied by 
a declaration of the witness who discovered 
and printed the evidence.19 
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Screen capturing is taking a snapshot of 
the entire computer screen, including the 
task bar, and printing the captured view.20 
This method has not been discussed at length 
in jurisprudence, but may be helpful because 
it verifies the URL address and the time and 
date located on the task bar. Although the 
admissibility of a screen capture was not 
at issue, a U.S. District Court considered 
screen captures of a Facebook page in rul-
ing on a motion for summary judgment in 
Tabani v. IMS Associates, Ltd.21

Information saved to an electronic data 
storage device, such as a CD-ROM or USB 
drive, will typically contain more informa-
tion than a mere printout. An electronic data 
storage device also will save metadata.22 
Metadata is information about the creation 
of the file that shows when the data was 
saved and if it has been modified.23 This 
is helpful because it proves when the data 
was saved and that the electronic form is 
true to the original data.24 

An attorney can make a request to a 
third party, such as the Internet Archive25 
or an employee of a social networking site. 
The Internet Archive service shows what 
a website looked like on a certain date. In 
Telewizja Polska, this service was used to 
show a business’ website on different dates 
over a period of time.26 Archive printouts 
and the affidavit of an Internet Archive 
employee were deemed sufficient to meet 
authentication.27 However, a subsequent 
case28 in a different federal district court 
required that an Archive employee have 
personal knowledge of the contents of 
the site to make a declaration supporting 
archival evidence. Additionally, a Face-
book or MySpace employee may be able 
to verify information on the network. In 
State of Louisiana v. Trevon Wiley, the 
U.S. 5th Circuit accepted testimony from 
a MySpace manager verifying that certain 
information, such as user name, location 
and initial IP address, was correctly stored 
in the MySpace system.29 

Social Media as An 
Impeachment Tool 

Social media is a particularly helpful 
tool to impeach a witness. Evidence drawn 
from various websites can often expose the 
truth of a matter.  

Facebook and Twitter allow users to 
make a status update and tweet, respec-
tively. In a Pennsylvania state court case, a 
stock car driver filed a personal injury suit 
to recover damages resulting from being 
rear-ended during a cool down lap.30 The 
plaintiff alleged permanent impairment, 
loss and impairment of general health, 
strength and vitality, and the inability to 
enjoy certain pleasures of life; however, 
the public portions of his Facebook profile 
showed comments made about a recent 
fishing trip. This information was used at 
the trial of the case.

The recent case of Allied Concrete Co. 
v. Lester demonstrates the importance 
of preserving social media evidence and 
the perils of advising clients involved in 
litigation to remove damaging posts from 
their social media pages.31 Following a car 
accident involving an Allied Concrete truck, 
Lester sued Allied Concrete for compensa-
tory damages for both his personal injuries 
and the wrongful death of his wife.32 Allied 
Concrete sought discovery of Lester’s Face-
book page, which included photos of Lester 
holding a beer can while wearing a T-shirt 
printed with “I ♥ hot moms.”33 Lester’s 
attorney, through his paralegal, promptly 
instructed Lester to “clean up” his Facebook 
page because “[we don’t] want blow ups 
of other pics at trial.” Lester then deleted a 
number of photos from his page.34 Although 
the deleted photos were eventually produced 
and Lester ultimately prevailed at trial, the 
court ordered sanctions in the amount of 
$180,000 for Lester and $542,000 for his 
attorney. Also, Lester’s attorney currently 
faces a disciplinary hearing related to his 
role in the cover-up. Just as you would not 
tell your client to shred relevant documents, 
Enron-style, it is also wise to advise your 
client not to get rid of social media posts.35 

Admissibility of Social Media 
Evidence

While there are laws on the discovery 
of electronically stored information, no 
law has been created to separately address 
the admissibility of such information.36 In 
order to fill this gap, courts have adapted 
the general admissibility rules to also cover 
the admission of electronically stored in-
formation. As a refresher, the admissibility 

of evidence centers around five tests: (1) 
relevance, (2) authentication, (3) hearsay, (4) 
original writing requirement, and (5) proba-
tive value outweighing prejudicial effect.  

Determining whether evidence is rel-
evant and passes the balancing test does not 
require a different analysis in the context 
of social media evidence. However, social 
media requires new considerations in the 
areas of authentication, hearsay and form.

Authenticating Evidence
The authentication standard for Louisi-

ana courts and federal courts requires that 
evidence be “sufficient to support a find-
ing that the matter in question is what its 
proponent claims.”37 Despite its seemingly 
simple wording, courts have struggled in 
consistently applying a uniform approach 
to this principle in the context of social 
media evidence. Some courts have taken 
an extreme view, opposing all Internet 
evidence as inherently unreliable.38 Others 
have welcomed Internet printouts contain-
ing the URL address and date that can be 
verified by a “statement or affidavit from 
someone with knowledge.”39 

A recent decision of the U.S. 5th Circuit 
has addressed authentication of photographs 
uploaded to MySpace and Facebook. In 
U.S. v. Winters, the government relied on 
testimony from a witness that he discovered 
photographs on the defendant’s MySpace 
and Facebook web pages and the defen-
dant’s admission that the web pages did 
belong to him.40 However, the 5th Circuit 
determined on appeal that this was only 
enough to prove that the defendant displayed 
pictures of weapons, money and drugs, but 
not enough to prove that the defendant had 
actual possession of those items. The court 
noted that if the witness were able to testify 
that he had actually seen the defendant in 
possession of those items, then the pictures 
would have been properly authenticated.

Hearsay Rules
Evidence falling under the definition of 

hearsay41 is inadmissible.42 Generally, there 
are five questions that must be answered to 
determine whether evidence is admissible 
under the hearsay rules.

First, is the evidence a statement as 
defined by Rule 801(b)? Second, was the 
statement made by a “declarant,” under 
Rule 801(b)? Third, is the statement of-
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fered to prove the truth of the matter, as 
in Rule 801(c)? Fourth, is the statement 
excluded from the definition of hearsay in 
Rule 801(d)? Fifth, if the statement other-
wise qualifies as hearsay, is it covered by 
one of the hearsay exceptions within Rules 
803, 804 or 807?

Because hearsay is such a broad category, 
there are no general hearsay guidelines when 
it comes to electronically stored informa-
tion. However, Lorraine v. Markel Am. 
Ins. Co. provides an incredibly thorough 
analysis of the various hearsay consider-
ations in the context of electronically stored 
information and should be consulted for 
additional information.43

In order to qualify as a statement, there 
must be an assertion. One case held that 
the text and images that appeared on the 
defendant’s web page did not qualify as 
a statement insofar as the text and images 
were asserted for the truth of the fact that 
they appeared on the website because, in 
effect, they were not asserting anything.44

Whether evidence is admissible depends 
largely on the purpose for which the state-
ment is offered. For example, the U.S. 11th 
Circuit affirmed the admissibility of emails 
between a defendant and a third person when 
the emails were set forth to show that a series 
of communications between the two had 
taken place, and not that the statements made 
in the underlying conversations were true.45

Each hearsay exclusion and exception 
requires a different consideration. An 
admission of a party-opponent is one ex-
ample of a hearsay exclusion and multiple 
courts have found that emails by a party-
opponent qualify as such an admission. 
Along these lines, it is likely that evidence 
of a private message generated through a 
social networking site, if properly accessed, 
would similarly qualify as an admission of 
a party-opponent.46 Additionally, the “pres-
ent sense impression” exception may be a 
gold mine for attorneys because many social 
media users have constant access to their 
accounts on their cell phones. Many media 
sites display the time of day and allow the 
option of “checking-in,” which pinpoints 
the location of a user at a particular time. 
These features allow attorneys to accurately 
determine whether a post, picture or other 
communication coincides with significant 
events at issue in the case.  

Original Writing Requirement
Louisiana and federal courts require the 

original writing, recording or photograph 
“[t]o prove the content of a writing, record-
ing, or photograph.”47 In an effort to make 
sense of quickly developing technologies, 
many courts consider a copy of the original 
as having the same force and effect as the 
original. Since a duplicate is any record 
created by means that accurately reproduces 
the original, it is not necessary to obtain an 
actual “original.”48 

Printouts can serve as an original 
document or the best evidence of computer-
generated information, such as a website.49 
In fact, Federal Rule of Evidence article 
1001 and Louisiana Code of Evidence 
article 1001 states that if “data [is] stored in 
a computer or similar device, any printout 
or other output readable by sight, shown to 
reflect the data accurately, is an ‘original.”’ 
One court even deemed a printout of an 
instant messaging conversation that was 
copied into a blank document to meet the 
original writing requirement.50 

Expectation of Privacy

Social networking has prompted courts 
and legal scholars to consider the constitu-
tional implications of electronically stored 
information as evidence, particularly under 
the Fourth Amendment. The central ques-
tion is whether social media users have 
a reasonable expectation of privacy with 
regard to information submitted to social 
media websites.  

Although users are depositing informa-
tion into a public forum, many find comfort 
in social networking privacy settings. As 
such, users have begun asserting an expecta-
tion of privacy when their communications 
are so limited on social networking sites. For 
instance, private messaging occurs between 
two or more users and the settings can be 
adjusted such that profile information can 
only be shared with a limited group of users.  

The SCA may suggest that users do, 
in fact, have a reasonable expectation of 
privacy when using privacy settings. In 
Ehling, the court held that Facebook wall 
posts were protected by the SCA when the 
user allowed only “friends” to view her wall 
posts.51 However, the caveat is that Internet 
service providers cannot disseminate this 

information to others under the SCA. But, 
of course, this does not prevent authorized 
users from sharing this information.  

It is possible that, over time, American 
courts may become less likely to find a 
reasonable expectation of privacy outside 
of the narrow protections of the SCA, but 
currently courts exhibit diverging views 
on the matter.52 Generally, people have a 
reasonable expectation of privacy in the 
contents of their home computers. But this 
expectation is not absolute, and may no 
longer exist when a computer user transmits 
data over the Internet.53 In U.S. v. Mere-
gildo, a witness did not have a legitimate 
expectation of privacy as to his Facebook 
status posts, which were disseminated to 
his “friends,” because these authorized 
users were able to view and disseminate 
that information freely, including sharing it 
with the government.54 Conversely, another 
federal court found that a student did have 
a reasonable expectation of privacy with 
regard to private information posts and 
private messages between users.55 

Conclusion

Social media evidence deserves the 
same attention and prudence by courts and 
lawmakers as other, more traditional forms 
of evidence. As the use of social media 
rapidly increases, courts will no doubt 
produce a greater body of case law that will 
direct attorneys as how to best use this type 
of evidence in the course of the litigation. 
While some courts treat online information 
differently, many have been quick to ap-
ply the traditional rules of evidence, limit 
overbroad discovery requests, and require 
production of all relevant materials, regard-
less of the litigator’s attempt to control 
access to those materials. 

Keeping abreast of the developments and 
techniques in the admissibility of electroni-
cally stored information will make the savvy 
attorney ready for any evidentiary burden 
in the social networking era. It is certain 
that social media evidence has become an 
important part of modern litigation, and 
lawyers should be proactive in addressing 
the novelty of this evidence, its relevance 
and its potential prejudice. It is best to 
remember that a tweet today may be used 
as evidence tomorrow.
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